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The Introduction of Private Browsing

Executive Overview

Microsoft IE 8 (InPrivate), Google Chrome (Incognito), Firefox 3.1, and Apple Safari have
features which allow users to traverse the internet without storing new cookies or saving cached
files.
9 IE 8 Tracks and catalogs scripts run from outside the domain you are visiting
9 IE 8 allows you view the captured list and selectively block scripts
9 IE 8 adds scripts to the list after it has seen them across 10 sites and stops counting after
30 sites
9 IE 8 InPrivate Blocking and Chrome Incognito do not delete pre-existing files but do
block new cookies
9 IE 8 InPrivate Blocking and Chrome Incognito delete cached files and browser history
when the window is closed
1 Scripts that are most at risk are from analytics companies (Google, Quantcast) and Ad
Networks (Advertising.com, contextWeb, Turn)

Introduction

Microsoft (IE 8 InPrivate), Google (Chrome Incognito), Apple (Safari), and Firefox 3.1 all have
security features to help block third-party tracking functions. These features are intended to
block companies from tracking your online behavior while in the “Private” browsing mode.

Typically, they block tracking efforts (setting of new cookies and running of tracking scripts)
and then delete any cached history or images from the session after the session ends. They do
not delete cookies or files that existed before the “Private” session began.

Microsoft IE 8 has enhanced, from previous versions, a feature that captures all tracking scripts.
It catalogs scripts, which are not run under the host domain, and adds them to a user accessible
list after they have been seen on 10 different sites. It stops adding to the number of sites when
the tracking mechanism is seen on 30 different sites.

For example, if you are on your favorite home page, functions run by that site to recognize you
as a valued customer are not captured for the list. Functions that are run from different domains
get added to the list. If www.mysportssite.com runs a JavaScript, the script is not saved to the
list but the Google Analytics JavaScript (ga.js) is added to the list because it is run by a server
outside of the www.mysportssite.com domain.

Exhibit 1 shows the Microsoft IE 8 Developer Tools window that captures Cascading Style
Sheets (CSS) and JavaScript that is being run on the site.
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Exhibit 2 shows the additional detail of the JavaScript that is called. It is clear that there are
multiple scripts being run from inside and outside the domain. The only scripts to be captured
by the IE 8 blocking feature are those that are run from outside the domain.

Exhibit 3 shows the Manual blocking feature in the Microsoft IE 8 InPrivate Blocking mode.

InPrivate Blocking settings: le

. ,’11}'. InPrivate Blocking

InPrivate Blocking helps prevent the websites vou go to from automatically sharing details
about your visit with other websites. Blocking can be done automatically, or you can
choose which specific websites to block.

() Automnatizally black

Webzite Status Uszed by File hame #
google-analytics.com Undecided [Allowed) 30 sites urchinjs
google-analytics.com Undecided [Allowed) 30 sites ga.s
google-analptics. com Undecided [&llowed) 30 sites __ukm. gif
quantserse. com Undecided [&llowed) 30 sites quant.jz
googlesyndication.com  Undecided [Sllowed) 30 sites show_ads,
2mdn.net Undecided [&llowed) 30 sites flashrite_ o
< I >
More information from this website [ Bllow ] [ Black

() Tum off InPrivate Blocking

InPrivate Blocking subscriptions

Leamn maore about [nPrivate Blockin oK ] [ Cancel ]

Exhibit 3

The list is populated automatically in the normal browsing window; the user doesn’t need to turn
anything on to start the process. If the user wants to review the type and amount of tracking
scripts, they simply launch the InPrivate browsing mode and then, subsequently, access the
InPrivate Blocking feature.

Once the user is in the manual mode of the InPrivate blocking feature they can block each script
individually, or download InPrivate Blocking lists to block many known scripts.

Finally, Exhibit 4 shows the InPrivate Blocking subscriptions window that allows users to upload
RSS feeds that will actively block scripts. Presumably, the RSS feeds will be extensive and cover
most analytical or ad network scripts which will limit the tracking capabilities of those
companies.
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Exhibit 4

Tracking Script Pros and Cons

Pros

Tracking users across the web can provide profiles that can be used to optimize the ads
received. Profiles can provide a great service by enhancing the user experience while reducing
the costs for the advertisers by reducing wasted ads.

Cons

The drawback to the web wide tracking is that users are suspicious of companies with which
they have not explicitly established a relationship. They are especially fearful that those
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